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Abstract

Damage signatures from Electrical Overstress (EOS) are the leading reported cause of returns in integrated
circuits and systems that have failed during operation. Solutions to this problem are hindered by a prevailing
misconception in the electronics industry that insufficient robustness to electrostatic discharge (ESD) is a
primary cause of EOS. This document, White Paper 4, (WP) has been carefully compiled by the Industry
Council on ESD Target Levels to foster a unified global understanding of what constitutes EOS and how EOS
damage signatures can result from a wide variety of root causes.

The paper begins by outlining a brief history of EOS. It then presents the results of an industry-wide EOS
survey. This survey gathered information on the types of EOS problems experienced by over 80 different
companies, the relative importance of EOS to their overall business, and the methods assigned by these
companies to address EOS issues. The survey provides a combined picture from which a more comprehensive
definition of EOS can be made. The numerous categories and sub-categories of EOS root causes are explored
in an attempt to understand how to create better specifications which will reduce their occurrence. In addition
to the survey results, this paper studies many field returns with EOS damage signatures to establish the
underlying root causes of damage and offers the respective identified solutions.

The survey and the case studies both show that successful failure analysis (FA) depends on careful
communication between customer and supplier from the time a failure occurs until its cause has been
discovered. Detailed investigation into manufacturing and handling processes is often necessary to accurately
identify the root cause. This paper outlines a basic summery of the typical process flow for component
electrical failure analysis.

The key point is that EOS issues can be mitigated when the proper understanding of IC design, factory and
field environments, and system implementation is combined with effective communication across all these
areas.

Purpose

This purpose of this white paper will be introduce a new perspective about EOS to the electronics industry. As
failures exhibiting EOS damage are commonly experienced in the industry, and these severe overstress events
are a factor in the damage of many products, the intent of the white paper is to clarify what EOS really is and
how it can be mitigated once it is properly comprehended. It is very clear that EOS is predominantly a matter
of what customers do with devices, and in which applications the semiconductor specifications are exceeded
causing destruction of the device. This white paper will describe those phenomena and explain the most
important facts so that the involved partners in the industry have the opportunity to understand and recognize
helpful steps for analysis and avoidance of EOS events.

In view of the above, we define EOS in terms of its impact inside applications. We focus on exceedance of
specifications but not on how an exact specification was originally created. We focus instead on when and how
the specifications are exceeded to cause EOS damage.

It is intended that this document be disseminated throughout the semiconductor industry for the benefit of
those persons whose positions are concerned with the real nature of EOS. It is intended to serve as a
foundational reference document for existing and future technologies.

Additional Motivation

A key finding from the Council’s investigation is that component level ESD specifications and robustness have
at most a minimal role in leading to an EOS condition or causing returns that exhibit EOS damage. While
relating ESD scenarios to EOS, the document explicitly emphasizes the non-correlation between EOS return
rates and Component ESD Target Levels. This is fully in line with what has been established in the Industry
Council’s white papers published as JEDEC documents JEP155 and JEP157.
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Mission Statement

The Industry Council on ESD Target Levels was founded to review the ESD robustness requirements of
modern IC products in order to allow safe handling and mounting in an ESD protected area. While
accommodating both the capability of the manufacturing sites and the constraints posed by advanced process
technologies on practical protection designs, the Council provides a consolidated recommendation for future
ESD target levels as well as guidelines for various EOS and ESD topics. The Council Members and
Associates promote these recommended targets and guidelines for adoption as company goals. Being an
independent institution, the Council presents the results and supportive data to all interested standardization
bodies.

Disclaimers

The Industry Council on ESD Target Levels is not affiliated with any standardization body and is not a
working group associated with JEDEC, ESDA, JEITA, IEC, or AEC.

This document was compiled by recognized ESD experts from numerous semiconductor supplier companies,
contract manufacturers and OEMs. The data represents information collected for the specific analysis
presented here; no specific components or systems are identified.

The Industry Council, as well as the member organizations, while providing this information, do not assume
any liability or obligations.

This document is assembled from reference material available through various public domains as listed
below:

The Industry Council on ESD
http://www.esdindustrycouncil.org/ic/en/

The Electrostatic Discharge Association
http://www.esda.org/

JEDEC — Under Publication JEP174
http://www.jedec.org/
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Executive Summary

In this summary the Industry Council will address the most important electrical overstress (EOS) issues and
conclusions of White Paper 4. Further details can be found in the various chapters of the document.

Traditional Perceptions of EOS

Through the years, a high incidence of failures exhibiting EOS damage has been reported in most market
segments of electronics and related industries, such as the automotive industry. This damage has often been
mislabeled as “EOS Failure”, implying that these malfunctions are solely a result of a phenomenon or stress
called EOS. Understanding EOS as a “stress” has led many customers to incorrectly assume a device
experiencing EOS is “weak”. This misperception has led to requests to “improve” a device in regards to
EOS.

Another incorrect assumption has been that EOS can be avoided by making devices more ESD robust to both
the human body model (HBM) and the charged device model (CDM). This misconception has been
addressed in JEDEC publications JEP155 [1] and JEP157 [2] where it is convincingly shown that the
incidence of EOS is independent of the level of HBM and CDM robustness.

Industry Council Worldwide Survey

In preparation for this white paper, the Industry Council conducted a worldwide survey of the electronics
industry concerning EOS. Results confirmed the long held view that EOS is consistently one of the “high
bars” on product failure Pareto charts. Looking at the EOS survey, respondents reported greater than 20% of
total failures being EOS-related or 30% of total electrical failures being EOS-related, making EOS the largest
bar on the Pareto chart of that responder’s known causes of returns. One glaring revelation was the critical
need for a better industry-wide understanding of EOS to address its issues.

Looking at the EOS survey further, misapplication (powered handling) stands out as the highest cause of
EOS damage, with over 40% of respondents indicating EOS damage which occurred in the field as the most
common location. Damage signatures associated with EOS often can involve package and silicon damage
and are more extensive in a product than failure signatures resulting from events in the measurable ESD
regimes. The main findings of the EOS Survey were:
1. Powered Handling: This stands out as the most widely reported root cause, involving a significant
(over 20%) percentage of reported returns exhibiting EOS damage. Powered handling can include
overvoltage, improper insertion, power supply sequencing, and incorrect biasing during use.

2. Absolute Maximum Rating (AMR): A number of returns exhibiting EOS damage were attributed
to applied voltages exceeding the specified AMR voltage, indicating that incomplete or unclear
maximum ratings may be an issue and that AMR characterization and improved AMR information
on the datasheets is important to minimize the risk of EOS.
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3. ESD Related: System level events, discharges from charged devices, and ESD controls in
manufacturing which are not compliant with handling ESDS devices are additional root causes for
EOS damage. Charged board events (CBE) and cable discharge events (CDE) also contribute.

4. Miscellaneous Causes: There were other miscellaneous causes reported that ranged from weak
printed circuit board (PCB) designs to mishandling.

New Definition of EOS Incorporating AMR and EIPD

It became clear to the Council during analysis of the survey, as well as gathering data on customer—supplier
experiences with resolving EOS-related returns that a new way of visualizing the relationship of AMR to
EOS is sorely needed in the industry. The Council proposes that the relationship between EOS and AMR
may be illustrated in the manner indicated in Figure 1. Definition of AMR and its relationship to device
stress, reliability impact and long and short term damage potential allows semiconductor manufacturers to
clearly provide the maximum voltage / current / power limits. This enables system manufacturers to
incorporate devices into their systems safely and ensure an operational environment that does not exceed
those maximum limits. This is based on the following EOS definition:

An electrical device suffers an electrical overstress event when a maximum limit for either the voltage
across, the current through, or power dissipated in the device is exceeded and causes immediate damage or
malfunction, or latent damage resulting in an unpredictable reduction of its lifetime.

Critical to this definition is a clear understanding of what is meant by maximum limit. Chapter 3 further
expands this definition by providing a practical interpretation of EOS in terms of AMR. Insight into the
electrical aspects of AMR can be gained by examining the voltage ranges illustrated in Figure 1.

a2
=
1%}
&
fal I Electrical Overstress
z -
.= 1
=)
2 100% [ppmememe e e e - — — - — -
E
‘S Region B
% Restrictions Immediate Damage
= Exist
=
(a8

0% v

0 Maximum 1 Absolute Maximum Electrical Stress
Operating Condition 1 Rating

Figure 1: A graphical depiction of how Absolute Maximum Ratings should be interpreted. The yellow line is the number of
components suffering immediate, catastrophic EOS damage
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First, there is the safe operating area, a region of robust operation (region A). This is the region in which the
manufacturer designed the device to operate. This is followed by a region in which operating restrictions
exist (region B). In region B, the device is not guaranteed to function as specified, however the device is not
expected to be physically damaged. Operating the device in region B for extended periods of time may also
result in reliability issues. The upper limit of region B is the AMR. At and beyond the AMR the user should
expect problems. Beyond the AMR are two regions of electrical overstress with either latent (region C) or
immediate (region D) damage as a result of exceeding AMR. Note that the transition between latent damage
and immediate damage is subject to normal process variations as illustrated by the yellow S curve. In order
to properly evaluate the product reliability and robustness, it is important to understand that some
qualification stresses, such as device level ESD and latch-up, are expected to run evaluations that will exceed
AMR. For example, in the case of latch-up, this may be necessary in order to get significant current injection
to assess latch-up robustness

There are different methods a device manufacturer may use to determine AMR values. The manufacturer
may pick very conservative AMR values not based on physical properties of the product. This results in a
wide region C before the onset of immediate damage. Alternatively, the manufacturer may define the AMR
values based on detailed circuit and technology understanding resulting in a more accurate prediction of the
damage threshold. This can result in the near elimination of region C. Regardless of the method chosen, the
manufacturer is solely responsible for defining the AMR. Further, an AMR is a function of stress duration
and any single documented value will have a fixed time association. Consequently, a clear understanding of
the AMR by a system manufacturer is necessary to ensure that the operating environment of the system is
within the specified conditions and that the limits defined in the AMR are never exceeded. This is
particularly important when the system is using the semiconductor device in new or unique configurations. In
these special cases, communication between the supplier and system manufacturer is absolutely necessary,
particularly if the AMR does not appear to cover a mode of operation the system manufacturer expects their
system to experience.

Beyond this discussion of regions of operation where the AMR describes maximum electrical and
environmental values of operation, there is controversy about whether it should also refer to ESD limits. As
noted above, while recognizing that this definition of EOS focuses attention on the AMR, placing greater
significance and expectations on its limits than may have been given in the past, each supplier has their own
approach to setting the AMR values. With respect to ESD, several different approaches have been observed:

® Some suppliers do not include ESD limits as part of their AMR because testing to establish the ESD
limits often does not have similar statistical data collected as is required for setting more traditional
items such as voltage.

® Some suppliers do place ESD limits in their AMR definition as it is felt that this is part of the overall
agreement that must be met between supplier and customer.

® Other suppliers have placed ESD limits in an AMR section did so for no other reason than it was the
only place that it made sense to them.

Regardless of the approach taken, the supplier is solely responsible for deciding what parameters and limits
are included in their product’s AMR. Since this discussion on AMR could be a new interpretation of existing
documentation, system manufacturers should be communicating with their suppliers to verify that AMR
information for any datasheet published prior to release of this white paper has appropriate meaning and that
system manufacturers do not misinterpret the information as having a different meaning than the supplier
originally intended.
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This white paper also points out that failure analysis engineers are likely to assign, albeit some would say
prematurely, the term EQOS to any visible damage signature that appears to have been the result of excessive
voltage or current. These assignments are often based on experience and may often be correct. However,
after initial failure analysis, often times it is unclear as to whether a device has experienced EOS per this
white paper’s definition until further communication between supplier and customer has been carried out.
The damage could be a violation of an AMR caused by incorrect biasing in the application, over voltage,
induced latch-up conditions, extreme uncontrolled ESD, misorientation, or something else entirely. The
damage may also have been due to a defect in an individual weak device, an improperly set AMR or an
intrinsic weakness in the technology. To that extent, this white paper introduces the term “electrically
induced physical damage” (EIPD) to represent the term that should be used by FA engineers when no clear
communication has been completed with the customer as to possible root causes of the damage. The
definition of EIPD is the following:

Damage to an integrated circuit due to electrical/thermal stress beyond the level which the materials could
sustain. This would include melting of silicon, fusing of metal interconnects, thermal damage to package
material, fusing of bond wires and other damage caused by excess current or voltage.

The term EIPD is used when it has not yet been determined if a unit experienced an EOS event by the
definition of EOS above and elaborated on in Chapter 3. That conclusion can only be determined after the
supplier and customer have worked together to arrive at potential root causes.

EOS Root Causes
As shown in the fishbone diagram of Figure 2, there are many categories and sub-categories for EOS root
causes. The three main categories where EOS damage can occur are:

1) powered handling
2) unpowered handling
3) switching / alternating current (AC) applications

Each category can be traced to a specific sub-category shown as branches in the fishbone diagram of Figure
2. The sub-categories of Figure 2 are not meant to be an exhaustive list of root causes but an overview of
some of the more common root causes.
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EOS Root Causes
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Figure 2: Fishbone Diagram Representing Different Root Causes Leading to EOS

Based on the EOS survey, the most common cause of EOS events is powered handling. Events may be
related, for example, to overstress-induced phenomena when power is turned on, incorrect power supply
sequencing, electromagnetic interference (EMI), or hot plugging. In addition, there are many system ESD
events, especially during specification testing, which may result in unintended EOS damage. For responders
showing a higher confidence level of finding a root cause of EOS damage (70 % to 100 %), a majority of
those responders most often reported root causes which included hot plugging, overshoot / overvoltage,
power surge, and misorientation being in their top 3, see Table 1 in Chapter 2. Clearly powered handling is
an area where more focus is needed to address EOS damage.

In the unpowered branch, possible root causes include: an external charged source discharging into or
through the device; the charged device/system being discharged; or the device/system being in an
electrostatic field when the discharge has occurred. It should be noted that the root causes in unpowered
handling are ESD-like in nature but may not be specifically related to the HBM or CDM testing performed as
part of a product qualification. In fact, as the survey responses suggest, ESD represents a very small
percentage of what constitutes EOS damage. Many manufacturers spend significant time auditing factories
for ESD, thinking this will resolve all EOS events, when in actuality, it will only address a small percentage
of EOS related damage. Auditing a factory for EOS involves a much more in-depth look at power delivery
systems and connection issues with significant focus on the powered handling root causes shown in Figure 2.
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Typical root cause examples in the category of switching / AC operation are radio frequency (RF) coupling,
spurious electromagnetic pulses (EMP) or poor PCB design, all of which may result in EOS damage. This
category had the lowest reported incidence as root causes of EOS damage but this could be a result of the
difficulty in properly assessing the environment for this category.

EOS Root Cause Diagnostics

When failed products are returned, proper failure analysis (FA) methods become crucial, but the success in
determining root cause depends on the process flow used in this work. Communication and cooperation
between customer and supplier must happen if the root cause is to be found. One challenge involves
determining what can be classified as EOS and what should not be considered as EOS. The analysis itself
can be lengthy as failure analysis times can range from days to months. Chapter 6 discusses the factors that
play a critical role in the analysis time. The analysis can also be complex, involving tools from optical
microscopy to acoustic microscopy to assess the component and many other advanced techniques including
analysis of the system board characteristics. But this may only identify a cause. Coupling the device failure
analysis with the product return signature and the use environment is critical to finding the root cause. While
proper training and the tools available to FA engineers described in this paper are necessary, an FA engineer
can only find the cause of the device damage (such as the identification of the damage signature and
probable polarity / path of transients resulting in the damage), not the root cause of what created the EOS
event as shown in Figure 2. Therefore, there must be a cooperative effort between supplier and customer to
find the root cause. It should be noted that in some cases, such as in a singular damaged unit or if the use
environment in which the damage occurred is unknown, it may not be possible to determine root cause.

EOS Case Studies and IC Designs

There are many EOS damage scenarios that can be avoided if the product field return causes are understood.
White Paper 4 discusses these in detail and establishes some important conclusions on A) Product EOS
Returns, B) IC Technology / Design Issues, and C) Field and Factory Events.

A) Case studies of product returns with EOS damage signatures were analyzed to determine a root
cause. This allowed a reduction of EOS occurrences and demonstrated how appropriate solutions can
be identified to meet customer needs. Some important conclusions are:

1. Failure analysis only provides a damage signature and probable path and does not reveal the true
root cause.

2. Incorrect testing limits during qualification can lead to failures being falsely identified as EOS.

3. An EOS damage signature could be due to a broad list of root causes including, but not limited
to; hot-plugging, ground bounces, supply switching, EMI transient surges, and process / product /
system assembly issues.
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B) Technology scaling and IC protection designs can also have some impact on EOS returns. A
summary of these investigations reveal:

1. Today’s advanced process technologies have not shown any obvious increase in return rates for
products exhibiting EOS damage when compared to older, more robust technologies [1, 2]. It
should be cautioned that further technology advances, with thinner gate dielectrics and novel
transistor process technologies, will reduce breakdown voltages and continue to shrink design
windows. This reduction in breakdown voltage will reduce AMRs and may subsequently begin to
influence returns which exhibit EOS damage. In all cases, it will become even more critical to
adhere to the AMR boundaries and maintain clear communication between supplier and
customer.

2. As previously established, lowering ESD target levels for compatibility with technology scaling
and circuit performance have no impact on EOS return rates.

3. However, IC ESD protection design styles and implementations can have an impact on EOS if
careful adherence to AMR values is not addressed. A summary of the design styles and their
impacts are summarized in Chapter 7.

C) Factory and field return analysis can provide lessons learned as listed below:

1. EOS damage can occur due to poor grounding methods and can easily be mitigated with
established guidelines. A risk analysis often can avoid such problems.

2. Learning from field events is important. Many of the problems could be avoided if the supplier
and the board designer communicate early in the product application development cycle having
knowledge of possible root causes.

3. Automotive applications pose some of the most common risks. For example, hot plugging is a
persistent problem in automotive electronics interconnection that can be mitigated by practicing
the principle of first-mate-last-break.

4. EOS caused by ESD can be reduced by avoiding charging/discharging in manufacturing lines and
implementing a balanced ESD protection approach.

EOS Mitigation and Communication

An important focus of this white paper is to convey the proper understanding of EOS, fostering
communication between supplier and customer and reducing the number of returns exhibiting EOS damage
in the industry. Useful customer communication methods are identified based on observed case studies and
the expected influences from IC designs, production issues, field events, and application issues. Points to
consider include:

1) Proper understanding of AMR

2) Realistic specifications of AMR and customer realization of its limits

3) Accurate determination of the location and possible causes of the damage and finding the true root

cause event which created the damage
4) Understanding the use application and impacts to the IC’s ESD protection design
5) Lessons learned from product returns from both manufacturing and the field

These are summarized to help the industry deal with returns exhibiting EOS damage.
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Summary

This is the first known comprehensive document on EOS in electronics manufacturing and operations written
to foster understanding of EOS, root cause determination for resolving EOS issues, and implementation of
methods for EOS mitigation. A common language on EOS as documented here is the first significant step to
help solve and mitigate EOS issues. IC suppliers, customers, applications engineers, and system builders
alike should take part in understanding and solving EOS. Finally, customers and suppliers should treat all
conditions for applications as a contract and agree that all unspecified conditions are not allowed. Education
of these important aspects is the responsibility of all parties involved.

Outlook

For over four decades, EOS has been one of the top causes of returns for semiconductor devices and systems.
The Industry Council has documented here an extensive study which enhances understanding of EOS and
recommends many approaches to reduce EOS damage. This should be of great value in preventing EOS from
becoming a catastrophic issue in the next generation of technologies involving even more consumer,
medical, military, and automotive applications. It would be important to revisit the information presented
here at a later date and conduct another industry wide survey to see how much impact this work has made.
EOS is inherent in the application of electronic systems. Only through continuous learning and sharing of
experiences can future risks be avoided.
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