White Paper 3
System Level ESD
Part 1. Common Misconceptions and Recommended
Basic Approaches

Executive Summary

Industry Council on ESD Target Levels

(infineon  f4icron @Sun ﬁ"aﬁ%ﬁﬁm X
@IDT UNMIC RFMD D

NOKIA
N— /’44’7 Connecting People AMDZ1 LSI

The future is fusion

[Jn]]
ZII'”
|l““
s.

[
‘%)

aO ERICSSON SRENESAS

%’
%\
4

\

ARX ZFraunhofer apla SN/ emtest \D FUjiTsu

shaping tomorrow with you
National
Semiconductor ¥ A
The Sight & Sound of Information

‘ GLOBALFOUNDRIES
i )/ @ D [k w

":f’e%?,fﬁulgm ‘ug TOSHIBA e’ FLEXTRONICS SOFICS

Leading Innovation >>> ¢ | [ |1C0N LABS

6“"931’"“"8’ @ Wit Al @SIMCO ¢

BARTH ELECTRONICS, INC.

December 2010

Revision 1.0

Tk 25T ESD H AR )



This page is intentionally left blank

Tk 25T ESD H AR )



About the Industry Council on ESD Target Levels

The Council was initiated in 2006 after several major U.S., European, and Asian semiconductor
companies joined to determine and recommend ESD target levels. The Council now consists of
representatives from active full member companies and numerous associate members from various
support companies. The total membership represents IC suppliers, contract manufacturers (CMs),
electronic system manufacturers, OEMs, ESD tester manufacturers, ESD consultants and ESD IP
companies. In terms of product shipped, the member 1C manufacturing companies represent 8 of the
top 10 companies, and 12 of the top 20 companies, and over 70% of the total volume of product
shipped by the top 20 companies, as reported in the EE Times issue of August 6, 2007.
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The Industry Council on ESD Target Levels was founded on its original mission to review the ESD
robustness requirements of modern IC products to allow safe handling and mounting in an ESD
protected area. While accommaodating both the capability of the manufacturing sites and the constraints
posed by downscaled process technologies on practical protection designs, the Council provides a
consolidated recommendation for future ESD target levels. The Council Members and Associates
promote these recommended targets for adoption as company goals. Being an independent institution,
the Council presents the results and supportive data to all interested standardization bodies.

In response to the growing prevalence of system level ESD issues, the Council has now expanded its
mission to directly address one of the most critical underlying problems: insufficient communication
and coordination between system designers (OEMSs) and their IC providers. A key goal is to
demonstrate and widely communicate that future success in building ESD robust systems will depend
on adopting a consolidated approach to system level ESD design. To ensure a broad range of
perspectives the Council has expanded its roster of Members and Associates to include OEMs as well
as experts in system level ESD design and test.

Disclaimers
The Industry Council on ESD Target Levels is not affiliated with any standardization body and is not a
working group sponsored by JEDEC, ESDA, JEITA, IEC, or AEC.

This document was compiled by recognized ESD experts from numerous semiconductor supplier
companies, contract manufacturers and OEMs. The data represents information collected for the
specific analysis presented here; no specific components or systems are identified.

The Industry Council, while providing this information, does not assume any liability or obligations
for parties who do not follow proper ESD control measures.
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Executive Summary

Our intention in this document is to work with the OEMSs, and with their participation and
feedback, eliminate misconceptions about system level ESD while jointly addressing the design
of robust ESD systems. Our aim is to bring suppliers and customers together for a common
purpose towards the development of ESD robust systems.

There is a growing awareness in the electronics OEM community that system level ESD robustness
is an important requirement for reliable products. System level ESD testing is today applied to a
wider range of products than ever before. Designing ESD robust systems can be very challenging,
especially for systems which integrate advanced technology integrated circuit (IC) components.
For most system designers, ESD protection strategy and design efficiency are only dealt with in an
ad hoc manner. Many of the most severe system level ESD design problems can be traced to
misconceptions between system designers (OEMSs) and their IC providers. Adopting a consolidated
approach to system level ESD design, which addresses these misconceptions, will be key to future
success in building ESD robust systems.

This White Paper serves three important purposes. First it provides an overview of system level
ESD test and design challenges in the industry today. Second, it identifies and characterizes the
primary misconceptions mentioned above. Third, it introduces a new co-design approach called
“System-Efficient ESD Design” (SEED) that promotes a common OEM/IC provider understanding
of the correct system level ESD needs.

This white paper is the first part of a two part document. Part | will primarily address hard failures
characterized by physical damage to a system. “Soft failures”, in which the system’s operation is
upset but without physical damage, is also critical and predominant in many cases. The same soft
failures can also refer to system upsets involving recoverable damage to system malfunction.
However, these issues are out of the scope of the current document and will be dealt with in detail
in Part Il of this white paper. Although EOS failures can result from a system failure our focus here
is not intended to cover other types of EOS failures that can come from mishandling, etc.

Background and Purpose (Chapter 1)

There is a critical need in the IC industry to directly address the growing division in the
understanding of system level ESD between system/board designers and their IC providers. The
true nature of system ESD reliability, especially in light of the rapid advances in the IC industry,
requires a comprehensive examination. There are three aspects to this study.

1. Understanding of the nature of system failures which can be either “hard” or “soft.” Hard
failures are typically related to physical damage which is not recoverable, while soft failures
describe a system upset or malfunction including recoverable damage.

2. Clarification of misconceptions that often lead to an inefficient approach to system level
ESD design. For example, the commonly held belief that IC level ESD specifications (such
as the HBM) can ensure robust system ESD design.
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3. Definition of the whole system in the context of which portions of the IC components on a
PCB are involved in the protection strategy. For instance, identifying the external (interface)
pins that would be in the critical path of an ESD event and require careful design strategy,
versus internal (non-interface) pins which are not as affected and may not require special
attention during system design. However, while differentiating internal versus external pins,
it must be noted that issues associated with inter- chip pins are also important. Part I will
address only direct stress issues while the indirect effects coming in from coupling will be
dealt with in more detail in Part Il of the white paper. OEM concerns about failures of
products in manufacturing and in the field have often led system manufacturers to take their
own initiatives, whether effective or not, or to make various demands from the IC suppliers,
whether justified or not in each and every case.

Test Methods and Their Field of Application (Chapter 2)

The existing system level ESD test methods and their field of application are discussed in great
detail. First, it is noted that IEC 61000-4 is a set of EMC test standards which includes the system
level ESD test method, IEC 61000-4-2. It specifies calibration waveforms, procedures and stress
points for executing ESD tests on systems. The standard clearly excludes several locations and
situations. The standard also explicitly encourages committees, manufacturers and users to derive
standards from IEC 61000-4-2 for specific applications. We discuss the IEC 61000-4-2 ESD
procedure and present several examples of application specific interpretations. We also discuss
examples where people have derived practices to stress locations or situations that were excluded
in the IEC 61000-4-2. The most extreme example is the application of system level ESD stress
directly to ICs. Several approaches for this application are discussed.

Proven System Level Fails (Chapter 3)

Here we address proven system level failures from actual case studies, examples of both field
returns and failures generated during qualification testing. Field failures generated during a system
operation are not easy to resolve as to whether they come from ESD or EOS types of events. If a
failure is detected, a thorough root cause analysis would be necessary to establish the cause. The
examples given try to ascertain whether the failures are related to the device HBM or CDM
robustness as well as the type of external protection device implemented and their effectiveness in
protecting against an IEC ESD event. By classifying the failure types and establishing the failure
statistics a better insight into the system failure phenomena will be obtained. In this document we
highlight how system problems are typically solved.

OEM System Level ESD Needs and Expectations (Chapter 4)

Next, we discuss the needs and expectations that OEMs have from their IC suppliers such that the
OEM can design products that will not be physically damaged or have their operation upset by ESD
stress. Three hypothetical design paths for ESD robust systems are outlined:

1. Design with ESD robust ICs in which ESD is not a concern.
2. Design with a combination of ESD robust and non-robust products, but with clear

guidelines, procedures and tools available (i.e., the SEED approach).
3. Design with a combination of ESD robust and non-robust ICs, but without clear ESD
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guidelines, procedures and tools available to the system designer.
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As desirable as path 1 may be, it is typically unrealistic. Instead we describe the information and
tools needed to move from path 3 (which often describes ESD system design today) to path 2,
which is a realistic goal for the future.

Lack of Correlation between HBM/CDM and IEC 61000-4-2 (Chapter 5)

There is a common assumption in the system design community that the IC level HBM has
relevance to ESD performance at the system level. This assumption persists because of a lack of
understanding of the differences between the models and a lack of actual data to make valid
comparisons. Figure 1 contains data where some IC and system level information is available for a
rough comparison. Details of the tests which were done to generate this data are not available as is
often the case. However, this limited data serves to suggest that correlation is not likely (though not
disproven by such a small data set). In this section, this lack of correlation and why this is expected
is discussed. The relationship between IC ESD models (HBM and CDM) and the IEC 61000-4-2
is further explored. By comparing required waveform characteristics, equivalent circuit models and
practical realization issues, it is demonstrated that these IC models cannot be expected to correlate
to system level ESD. Actual test comparisons that have been reported in the literature are reviewed.
While emphasis is placed on common HBM and CDM tests, comparisons to other emerging models
are discussed. These include cable discharge events (CDE), human metal model (HMM), transient-
induced latch-up, extended pulse length transmission line pulse (TLP) and charge-board events
(CBE).

IEC vs. HBM
2.5
26— +*
3
= 15 *
(]
>
[}
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= 1 * *
m
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0 '
0 5 10 15 20

IEC Level (kV)

Figure 1: Comparison of IC ESD and System ESD
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Relationship between IC Protection Design and System Robustness (Chapter 6)

Finally, we discuss the relation between IC protection design and system design robustness to avoid
physical damage. Requirements and constraints of IC level ESD protection design are presented.
Starting by highlighting misconceptions in equating IC ESD robustness, like HBM according to
JEDEC with system level ESD robustness, a detailed discussion of various system level ESD
protection concepts (both on-chip and on-board) is performed. On-board and on-chip protection
circuits interact and can even compete. This requires a careful evaluation of the relevant parameters.
Using analysis methods like transmission line pulsing, which reflect essential characteristics of IC
pins and board protection elements, a systematic design of system level ESD protection can be
developed. Essentially the comprehensive on-chip/ on-board protection co-design methodology,
referred to as System- Efficient ESD Design (SEED), enables an optimum protection design from
building blocks that provide a clear advantage to today's trial and error approach. The generic SEED
concept is illustrated in Figure 2. The benefits are discussed for some examples like USB, CAN
bus and antenna interfaces.

PCB With Components

IEC IC

External Component Response
Characterization linked to the IC ==

clamp
88 Pin’s Transient Characteristics
External
TVS

Figure 2: System-Efficient ESD Design concept requires careful consideration of interaction between the PCB
protection and the IC pin transient characteristics.

Cost of System Protection

Assessing the cost of design, it becomes clear that a co-design approach is superior to design
concepts relying on excessive ESD robustness requirements at the IC level. We show a path that
illustrates how IC suppliers and system manufacturers can cooperate in the future, with both parties
benefiting from this approach to achieving required system robustness without overly specified IC
level ESD targets and performance restrictions.
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